FOI Number 00123170 CYBER SECURITY (NOV 2019)

REQUEST & RESPONSE

1. The total amount spent by the Council on data security and cyber security training in the 12
months to the 1 of November 2019; and the breakdown of these costs in terms of the
training undertaken.

1. £5000 was invested in 2017 on writing some e-learning modules in partnership with other
authorities. These cover the topics below, and are frequently updated and reviewed with
an internal resource. The last update was received on 19/11 with updated councillor
content on specific political matters.

Original Full Course 1.0

1 INTRODUCTION

1CYBER SECURITY AND GDPR MATTERS
2 PASSWORDS

2 WHAT IS PERSONAL DATA

3 SCAMS

3 HANDLING PERSONAL DATA

4 SOCIAL MEDIA

4 PASSWORDS

5 INTERNET SECURITY

5 SCAMS

6 ONLINE SERVICES & FILE SHARING
6 SOCIAL MEDIA

7 EMAIL ACCOUNTS

7 INTERNET SECURITY

8 PORTABLE DEVICES & APPS

8 ONLINE SERVICES & FILE SHARING
9 OFFLINE SECURITY

9 EMAIL ACCOUNTS

10 WE’RE HERE TO HELP

10 PORTABLE DEVICES & APPS



11 GDPR. WHAT IS PERSONAL DATA
11 OFFLINE SECURITY

12 GDPR: HANDLING PERSONAL DATA
12 WE'RE HERE TO HELP

2. The total amount spent by the Council on private cyber security contractors and/or
consultants/consultancies in the last 12 months?
2. Beyond the annual ITHC/Pentest in every November, internal resource is used.

3. The total number of qualified cyber security and data security professionals employed by
the Council.

3. There are no specific qualified professionals within the council but rather draw on
industry best practice.



